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About the Speaker

• Dr. Pete Welcher
– Cisco CCIE #1773, CCSI #94014, CCIP
– Specialties: Large Network Design, Multicast, QoS, MPLS, 

Wireless, Large-Scale Routing & Switching, High Ava ilability, 
Management of Networks

– Customers include large enterprises, federal agenci es, 
hospitals, universities, cell phone provider

– Taught many of the Cisco router/switch courses
– Reviewer for many Cisco Press books, book proposals
– Designed and reviewed revisions to the Cisco DESGN and 

ARCH courses
– Presented lab session on MPLS VPN Configuration at 

Networkers 2005-2007; presenting on BGP at Cisco Li ve 2008-
2009

• Over 150 articles plus blogs at  http://www.netcraftsmen.net
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CNC Wireless Projects

• Major shock-trauma hospital 
– 650 AP, 9 controller hospital
– 200+ Cisco wireless phones

• Large government contractor
– ~200 APs
– 3 major buildings initially
– Prototype for wireless projects run by them

• “Wireless is infrastructural”
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Agenda

• Why WLAN?
• Types of Wireless
• WLAN-Based Capabilities
• Association Basics
• Security Basics
• Summary
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Why Wireless? (WLAN / WiFi)

• There are many forms of wireless (upcoming 
slides…)

• This presentation focuses on Wireless LAN, 
aka WLAN, WiFi, 802.11 wireless

• Why WLAN?
– Productivity
– Expectations
– Flexibility
– Cost savings
– Location and context-aware services
– Secure guest access
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Why WLAN?

• Productivity
– Communicate in meetings (IM, email): fast responsiv eness
– Retrieve documents in meetings (answer questions / revise 

documents immediately)
– Use hybrid cell phone as corporate phone onsite
– Network connectivity for iPhone, etc. 

• Expectations
– Colleges investing heavily in WLAN
– Grads expect the same mobility in the workplace

• Flexibility
– No longer limited by wired jacks, wired infrastruct ure
– Non-traditional networking: smoke sensors, surveill ance 

cameras, temperature sensors, etc. 
– Even building infrastructure services (keycard, etc .)
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Why WLAN? – 2 

• Cost savings
– In some cases, avoid some / all wired infrastructur e 

costs
– Hoteling and rapid response to staffing level 

changes
– Flexible connectivity in large spaces, e.g. 

warehouses, convention centers

• Location and context
– Where is someone or something?
– Crossing boundaries (chokepoints)

• Secure guest access
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Why VoWLAN?

• It IS cool technology
– Reach staff instantly – mobility without cell 

phones
– Avoid the coverage issues with cell phones in 

big buildings
– Reduce cell phone costs
– Integrate mobile phones with IP PBX features 

(vmail, directory, applications, presence)
– Provide self-sufficient mobile technology 

(operates even if external cell system down)
• Can add productivity benefits at low 

marginal cost
– When staff is mobile within a facility or campus
– Reach staff quickly, instead of leaving 

messages and waiting
– Especially cost-effective if WLAN infrastructure 

already in place
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Where is VoWLAN Hot?

• VoWLAN is popular with:
– Retail
– Healthcare

– Sites that already have solid Cisco UC / WLAN infra structures

• We ask wireless design customers that say they have  
no VoWLAN plans to sign off on that
– The concern is costs for re-site-survey and adding AP’s, 

clarity about up-front stated requirements
– Effect of adding phones to data-only design can be about a 

50% do-over 

– We now have done a couple of deployments where VoWL AN 
was requested within 3-6 months after sign-off, any way …
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Building on a Robust Infrastructure

• Wireless (and Unified Communications, and other app lications) is
enabled by a robust well-design and implemented rou ting and 
switching infrastructure

• Keys to this:
– Modular network design, containment of routing and STP events
– L3 to the access layer
– High Availability Data Center (L2 access layer  onl y, small VLANs)
– Structured IP addressing

• Facilitates per-building summarization, plus maskin g to support 
IPT, Wireless, etc. – simpler QoS, Security ACL’s 

• (Ok, a .249 in a wildcard mask takes a little getti ng used to)

• Observed: 
– Proper design ��� � stability ��� � not fire-fighting ��� � ability to add 

functionality

• Doing it right, building a solid foundation saves a  lot of 
troubleshooting time
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Why 802.11n?

• Increased speed: up to 185 Mbps per radio actual 
sustained throughput (300 Mbps nominal)

• Better noise-reduction and throughput technology
– MIMO technology, Spatial Division Multiplexing (SDM )

– MAC enhancements (e.g. aggregation, block ACK)

– “Wider RF channels” (see below)

– Improved reliability, predictability
– Current-sized cells covered more completely at max speed

• Increases viable user density as present WLAN usage  
picks up
– Suitable for high-density use (e.g. lecture halls)
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Types of Wireless Data Networking

• Provider / telco broadband
– Cellular 3G, 4G, etc.
– WiMax (fixed and mobile)

• Optical (point to point)
– Subject to window cleaner, curtain, and seagull 

attenuation
– High data rates
– Out of scope for this presentation

• Microwave (point to point)
– Same issues, add weather (fog), licensing

• Outdoor WiFi, optical, microwave subject to 
Line of Sight
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Types of WLAN

• 802.11 b/g, a, n
• Infrastructure versus ad hoc
• Bridge versus AP
• Indoor, outdoor
• How managed?

– Autonomous
– Controller-based

• Infrastructure versus Mesh
• Mobile Wireless
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802.11 B, G, A, and N

~ 27 Mbps545 GHz802.11 a

~ 22 Mbps542.4 GHz802.11 g

~ 145-185 / radio max300 /  radioBoth802.11 n

11 Mbps

Nominal 
Speed

2.4 GHz

Frequency 
Range

Actual ThroughputStandard

~5 Mbps802.11 b

Notes re 802.11 n:
• It can use both frequency ranges
• It’s hard to use the “wide channels” in the 2.4 GHz 

range and avoid co-channel interference (discussed 
later)
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Infrastructure versus Ad Hoc

• These are modes of operation within the 802.11 
standards

• Access Points (AP’s) operate as “infrastructure”
– AP + client = Basic Service Set (BSS)

– Extended Service Set (ESS):  AP’s + LANs with singl e SSID

– (SSID: user friendly WLAN identifier)

• PC to PC communication is “ad hoc”
– Independent Basic Service Set (IBSS)

• Security tip: ad hoc means someone sitting near you  
can probe your PC
– Best to have a personal firewall
– Or disable ad hoc
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Bridge versus AP

• Wireless Access Point (WAP or AP) connects clients to a LAN
• Wireless Bridges connect two LANs
• Some (few) AP’s can do both simultaneously (e.g. Ci sco 1300 

series)

Wireless bridge

Wireless access point
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Indoor versus Outdoor APs

• There are three types of APs, in effect:
– Those that are intended or designed for indoor use

• Require NEMA enclosure for outdoor placement

• Which can get messy

– Those that can be used outdoor, sort of

• Be careful: some may require a power trickle to avo id 
capacitor freezing, if you check the environmental specs 
closely (problem if turn power off, e.g. theme park  Winter)

– Those that are really hardened for hard-core outdoo r use

• Indoor tend to be infrastructure or mesh use
• Outdoor tend to be point-to-point bridges, or mesh

– Signal can travel much longer distances with big ex ternal 
antennas and higher power, e.g. 20-30 miles Line of  Sight
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How are the APs Managed?

• Two styles:
– Autonomous

• Standalone
• Each has to be independently managed
• Cost-effective for sites with few or only 1 AP
• “Death by small devices” – management challenge as yo u 

scale up
– Controller-based

• Central configuration and management
• Including RF management
• Scales much better
• Greatly simplifies configuration, deployment, 

management, troubleshooting
• Costs for the controller
• Costs for “controller-controller” software for large  scale

– E.g. Cisco WCS
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Infrastructure versus Mesh

• Infrastructure
– Every AP has a LAN drop (which probably provides Po E power)

• Mesh
– Some APs have LAN connections (RAP = Rooftop Access Point)
– Others “back-haul” traffic to those with LAN connect ions (MAP = 

Mesh Access Point)
– Lower throughput overall

– But very useful when LAN drops are costly

• Mesh examples:
– Urban WLAN service

• MAPs on light posts, etc.
• RAPs on roofs of taller buildings, LoS to MAPs

– Indoor mesh
• Historical building, provide coverage where LAN wir ing difficult

or costly
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Infrastructure versus Mesh – 2 
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Mobile Wireless

• Router(s) with WLAN
– E.g. router in campus bus with WLAN handoffs on 

bus route

• Router with Broadband
– Quick deployment to new site with broadband 

coverage 
– (But out of our scope…)

• WiFi to Broadband router (e.g. Linksys, 
Netgear)
– Handy for meetings in hotels, hoteling consultants 

on site without guest access, etc. 
– “Instant hotspot”
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WLAN is a Foundation

• Various mobility services can be layered on 
top of a solid WLAN foundation
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VoWLAN

• Like a cell phone (size, etc.) but no 
cellular service or charges

• Uses WLAN to connect to IP PBX
• Acts like a desktop extension / 

phone
• Useful for people never at their 

desks (doctors, nurses) 
• Works in buildings where cell 

coverage poor

Copyright 2009

Hybrid (“Dual-Mode”) Cell Phones

• Cell phones which work both off cell towers 
and on WLAN / WiFi
– Acts as desktop phone locally (doesn’t use cell 

minutes)
– Outside / off campus, it functions as cell phone

• Cisco offers software to integrate certain 
phones with their UC offering – cell phone 
acts like a VoWLAN phone within the 
corporate buildings

• Details like billing, roaming settings, etc.: talk 
to your cell carrier
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Location Services, Etc.

• Find people, rogue APs
• Use tags to find objects

– E.g. Pango
– Track expensive equipment, e.g. in hospital

• Context-aware services
– Present different content based on location
– E.g. museum tour on WLAN PDA talks about the room y ou’re in

• RFID: track / check objects in/out
– E.g. warehouse, store

• Chokepoint
– Hallway / door: observe / report / alarm RFID tag p assing through

• Telemetry
– Monitor devices that communicate temperature, press ure, humidity, 

status, availability, quantities, distance or motio n
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Association Basics

• When you connect to a WLAN network, what is really 
going on?
– Beacons: AP sends, reveal the SSID for user to sele ct

• Sometimes “hidden”, but that is not effective secur ity
– Probing: request speed and SSID on multiple channel s 
– Authentication: none, shared key, or various more s ecure 

forms of authentication can be used (see *EAP later …)
– Association request: requested data rates, SSID, et c. 
– Association response from AP finalizes rate and sec urity 

(type, crypto keys, etc.)
– Disassociation frame: polite termination by client
– De-authentication frame: AP (or possibly MITM) can send 

notify clients to disassociate
– Reassociation frame: sent to associate with AP with stronger 

signal (modulo roaming policy on client)
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Association and Roaming

• The naïve form of roaming:
– Detect sufficiently “better” AP
– Authenticate and associate with it

• Modulo any AAA delays between AP and AAA server
– Re-DHCP into new subnet
– SLOW!

• Technical point:
– For smooth roaming, especially VoWLAN, you want to 

minimize delays in re-association / roaming
– FAST ROAMING
– Controller-based wireless can:

• (In some cases) cache credentials locally to save t he AAA 
delays

• Keep user in same subnet – no need to re-DHCP
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Security Basics

• Encryption: secure ID and traffic
• Types of Encryption / their strengths
• Myths
• Potential gaps
• Other (where belongs?)
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Encryption

• Encryption is the key! 
• Good WLAN encryption protects:

– Authentication
– Traffic on RF medium

• Basis for other additional forms of security
• Don’t want hotspot or other users obtaining 

user credentials or snooping on traffic
• Note: wired connection not encrypted, up to 

user to use IPsec or SSL VPN outside the 
enterprise
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Encryption Options

• WEP: 64 or 128 bit key
– Strength: feeble

• WEP + TKIP = WPA
– Temporal Key Integrity Protocol

– Used to be considered acceptable, certainly better than WEP

– New software can quickly crack it

• WPAv2 = 802.11i
– AES encryption

– Industrial-strength

– Makes the WLAN effectively like the wired infrastru cture in 
many ways

• But: some phones and PDA’s don’t support WPAv2
– Solution: restrict what they can access
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Authentication

• Good passwords are important (length, mix of 
characters…)

• Pre-shared key ok for home use
– Enterprise: allows access to terminated employees, 

hard to change

• You generally want to be using some form of 
*EAP (Extensible Authentication Protocol) –
see below

• PKI and certificates
– Strong, but has administrative costs

Copyright 2009

EAP Variants

Dictionary attackNN/ALEAP

Just say NONN/AEAP-MD5

Y

N

N

N

Requires 
PKI?

BestYEAP-TLS

GoodNEAP-FAST

N

Y

Windows 
XP Support?

Strength, 
Comments

Auth Protocol

Good + one time 
password

PEAP GTC 
(token card)

GoodPEAP 
MSCHAPv2

• All methods shown except 1 st two use TLS

• May have more detail later
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Security Myths

• Wireless is insecure
– NO: Like anything, you need to use the 

tools available for your level of risk

• If you adjust wireless signal strength, it 
stops at the edge of the building
– You can reduce levels of signal

– Hacker with Cantenna or the like can boost 
signal

– No-win game

• Faraday cage protects
– Costly to get tight seals

– Can develop flaws and you may not know it

– No-win game, plus $$
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The Biggest Wireless Security Risks

• People, CIO with unsecured Linksys 
plugged into enterprise network “for 
convenience”
– I’ve seen it!

• User ad hoc networking with no 
personal firewall and MS drive shares

• Look-alike sites and MITM credential 
garnering

• Not that much different from the wired 
world
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What Are the Security Gaps?

• Denial of Service
– Jamming
– Attacker monopolization of the RF channel by violat ing the 

CSMA protocol
– Battery drain via RF (defeat power saving)
– De-authentication or de-association attacks

• 802.11w encrypts management frames
– In progress, nearing ratification
– Mitigates de-auth / de-assoc attacks

• The above and other gaps still need work by vendors
– Could jamming and battery drain be done on wired ne tworks?

• Cisco will cover WLAN security in more detail later …
– We’re doing the very basics to provide a WLAN overv iew 

before plunging into more details
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Summary

• Well-designed, implemented, and maintained 
infrastructure networks provide a solid basis 
for a variety of services, including IPT, WLAN, 
and VoWLAN

• There are many kinds of 802.11 wireless
– Indoor, outdoor
– Autonomous, controller-based
– Infrastructure, ad hoc, mesh

• Wireless security (over RF) can be as good as 
wired
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Book References

• Cisco 802.11 Wireless Networking Quick 
Reference, Toby and Anthony Velte, Cisco 
Press
– http://www.ciscopress.com/bookstore/product.asp?

isbn=158705227X

• Controller-Based Wireless LAN Fundamentals: 
An end-to-end reference guide to design, 
deploy, manage, and secure 802.11 wireless 
networks, 3 authors, Cisco Press
– http://www.amazon.com/Controller-Based-Wireless-

Fundamentals-end-end/dp/1587058251
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Wireless Courses

• Cisco
– CCNA-W, CCNP-W, CCIE-W user certifications
– Course refreshes recently developed
– See 

http://www.cisco.com/web/learning/le31/le29/learnin g_recom
mended_training0900aecd800d8551.html

• Aruba
– http://www.arubanetworks.com/education/adv_design_o perati

on.php
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Any Questions?

• For a copy of the presentation, email me at pjw@net craftsmen.net
• About Chesapeake Netcraftsmen:

– Cisco Premier Partner (have the certifications for Gold status)
– Cisco Customer Satisfaction Excellence rating
– We wrote the original version of the Express Founda tions courses required for 

VAR Premier Partner status (and took and passed the  tests)
– We rewrote the DESGN / ARCH (CCDA / CCDP courses)
– Cisco Advanced Specializations:

• Advanced Route & Switch (10+ CCIEs on staff)
• Advanced Unified Communications (and IP Telephony)
• Advanced Wireless
• Advanced Security (4 double R&S/Sec CCIE’s now)
• Advanced Data Center

– Deep expertise in Routing and Switching 
(several R&S CCIE’s)

– We do network / security / unified communications 
Design and Assessment

– Expertise and experience in many other areas 
as well


